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Why substations matter in wartime
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JSC “Prykarpattyaoblenergo” - Distribution System Operator

Power distribution infrastructure in western Ukraine
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Critical infrastructure supporting households, hospitals, businesses, transport, and public services.
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Wartime pressure on the energy operator

Emergency communication
Personnel pressure

e fastinternal updates

e unstable communication channels
messaging channels (WhatsApp,
Telegram etc.)

mobilisation of employees
limited staffing
workload increase

Remote coordination Safety Procedures

e work during air alerts

e emergency operating conditions

e rapid decision-making under
pressure

e coordination between field teams
e dispatch centres and management
e remote training and support

Cybersecurity in wartime is also about helping operators understand the situation quickly and act

correctly under pressure. .
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Physical damage can affect maintenance, testing and
restoration capability.




Cyber attacks against energy infrastructure are not
theoretical
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Cyber threats can affect real operational processes, communication, and situational awareness in the grid.
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Limitations of traditional SCADA and OT interfaces

Alarms

° events
e notifications

SCADA Maintenance Database

e celectrical parameters
e topology
e  switching

e maintenance history
e inspections

P
P

DEEUIET Cyber Monitoring

e technical
documentation
e asset information

e  security alerts
e network monitoring
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Information exists, but it is distributed across multiple systems and interfaces.



Human factor and fragmented information
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Clarity | Speed | Context | Reduced workload
Human-system interaction directly affects operational resilience and cybersecurity. .



Why a new visual layer is needed

Real Substation Digital Representation Contextual Information Layer

BIM model
laser scanning
Unity environment

e maintenance information
e cyber awareness
e asset context

physical infrastructure
equipment
operational environment
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