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PQC submissions (different families, based on different mathematical problems): 

• code-based

• Isogeny-based 

• Hash-based (SLH-DSA)

• Lattice-based (ML-KEM, ML-DSA)

• Multivariate Quadratic Equations
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EPractical Deployment Scenario

• Implementations deployed in real-world devices
• Embedded platforms  & Field Programmable Gate Arrays (FPGAs)

• Allows physical proximity to the target

• Mathematically secure ≠ physically secure

• Implementation-based Attacks
- Target the specific implementation & not mathematical hardness
• Side-channel attacks (passive) – adversary observes output and physical 

emanations

• Fault injection attacks (active) – adversary perturbs during execution
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EDilithium (ML-DSA) Overview

• Post quantum Digital Signature Scheme
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EDilithium (ML-DSA) Overview
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EDilithium: Secret Flow

09/11/2025 SECURE-NET 7

Hashed
Message μ

y
(ephemeral

secret)

Commitment
w = Ay + e

Decompose
(HighBits, LowBits)

w = (w₁ , w0)

Challenge
෤𝐜 = H(μ, w₁)

Response
z = y + cs₁

h = MakeHint(...)

Signature 
(z,c,h)
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EDilithium: Secret Flow

• Side-channel attack rationale:
• Power/EM correlated to secret-dependent

computations.

• Masking: Countermeasure to mitigate side-
channel attacks

• Identify target operations
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Dilithium: Secrets involved in 
Decomposition

• Masking splits intermediates into multiple random shares.
• Individual shares should reveal no information about the secret.

• Mitigates side-channel leakage from secret-dependent computations.

• Requires masked gadgets (operating on shares)

• Dilithium involves two masking domains: 
• Arithmetic Masking   for (operations such as NTT, NTT_inv, Matrix multiplications) 
• Boolean Masking for (SHAKE)
• Requires A2B and B2A gagets

• Can there be another efficient representation that can decouple the side-channel leakage 
from secret-dependent operations?
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y w = Ay + e
w₁= HighBits(w)

w0 = LowBits(w)

challenge / 
rejection
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Can an MPC-inspired representation be 
used to reduce side-channel leakage?
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ESecure Multiparty Computation

Additive secret sharing:

1. Generate shares of 𝑥
(𝑥0, 𝑥1, 𝑥2, 𝑥3, 𝑥4)

2. Sharing variable 𝑥 among parties 
P𝑖 ← 𝑥𝑖

3. Recover
𝑥 = 𝑥0 + 𝑥1 + 𝑥2 + 𝑥3 + 𝑥4
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EMixed-Radix Representation in Trilithium

• Trilithium: Distributed Dilithium signing

• Fixed radix: x = x₀ + x₁B + x₂B² + …

• Mixed radix: x = x₀ + x₁B₀ + x₂B₀B₁ + …  , 0 ≤ xᵢ < Bᵢ
• Different digits can have different ranges.

• Enables efficient representation and manipulation of secret-shared values
in distributed signing. 

• Key observation: the same value can be represented using a different set of 
digits and radices. 

• Research question: Can this alternative representation also change the 
side-channel leakage of Dilithium computations?
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Reference: Antonin Dufka, Semjon Kravtšenko, Peeter Laud, and Nikita Snetkov. "Trilithium: Efficient and universally 
composable distributed ML-DSA signing." Cryptology ePrint Archive (2025).
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EMixed-Radix Representation

• How does digit-wise computation impact side-channel leakage?
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d₀ d₁ d₂ d₃ d₄

Mixed-radix representation

w  = d₀ + r₀d₁ + r₀r₁d₂ +   r₀r₁r2d3 + r₀r₁r2r3d₄

HighBits(w′) = d₄

Digits

r₀ r₁ r₂ r₃ = α



S
C

U
R

N

T

E
Gadgets using mixed-radix 
representation

• Several functions can reuse the mixed-radix representation
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ENext Steps

• Formal Security Evaluation
• Evaluate the security of multi-radix gadgets in threshold probing model 

• Software Implementation on ARM Cortex-M4
• Implement HighBits, Decompose in the mixed-radix representation

• Performance overhead computation + comparison with state-of-the-art

• Practical Security Evaluation using power side-channel
• Compare TVLA results between unprotected and mixed-radix gadgets

• Deep Learning-based Side Channel Analysis?
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