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Brief Introduction

* PhD student @ University of Groningen, Information Systems Group
 Verifiable, Privacy-Preserving Computations

e 1st Promotor: Dimka Karastoyanova
* 2nd Promotor/Supervisor: Hassan Jameel Asghar (Macquarie University — Australia)

* Currently @ Secondment

* 3rd week (out of 3 months)
e Cybernetica (Tartu, Estonia)
* Enriching MPC with ZKP

* Email: t.h.bontekoe@rug.nl

* Webpage: https://www.rug.nl/staff/t.h.bontekoe
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What are PETs?

* Computing on Sensitive Data
* Privacy Regulations
* Business Sensitive

* Can we...
* compute on this data, ...
e without revealing it?

* In a distributed setting, ...
* without sharing data?
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Yes, with Privacy-Enhancing
Technologies (PETs)

* One or Multiple Parties

* Computation
* ML/Statistical model
* Mortgage application
* Genomic data

In short, PETs are awesome!



But, before diving in...

* So, PETs are great!
* Provable privacy guarantees

* Many kinds
» Differential Privacy
e Secure Multi-Party Computation
« Homomorphic Encryption

 What’s not to like?
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Use PETs responsibly

* Security Model
* Honest-but-curious vs. active

* Assumptions
* Input correctness

e External validation
 Public verifiability

 PETs are still great! Just don’t use them blindly ©
» Actually: Trust PETs, verify the people using them!
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Verifiable Privacy-Preserving Computations

* My PhD so far...

e ...PET + ZKP (privacy-enhancing technology + zero-knowledge proof)
* Su 'VeY Verifiable, Privacy-Preserving Computation on Distributed Data
ZKPs for Differential Privacy (DP) Differential Verifiable Differential Privacy in the Shuffle Model

ZKPs for Federated Learning (FL) mModular Zero-Knowledge Proofs of Training in the Federated
Setting

Multi—Party Computation (MPC) for ZKPs collaborative, Commit-and-Prove NIZKs
ZKPs with MPC proving the Value of Additional Data

* Currently @ Secondment
* Enriching MPC with ZKPs
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Multi-Party Computation

Interactive
* n parties

Arithmetic secret sharing (boolean sharing, garbled circuits)
* X =xq + -+ x, (mod p)
* ‘Free’: addition, addition/multiplication with public value
* Interactive protocol for multiplication

Semi-honest security
* E.g., Cybernetica’s Sharemind
* Clients follow protocol
 Efficient

Active security
* Clients may deviate arbitrarily from protocol
* Costly
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Zero-Knowledge proofs

* ZKP

* Prove correctness of statement and nothing more

* Example
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Alice

1) Alice claims “l am +18 years old!”

—

2) Bob says prove it!
o ———

A masked ID
card

\

3) Alice sends a response generated
with Alice’s valid ID card issued by
an authority

SECURE-NET

Image source: http
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Bob

4) Bob checks the
messages received from
Alice and returns either

accepts or rejects.
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ZKP + actively secure MPC: A perfECt match?

* Advantages

* Move local computations to ZKP

* Improved efficiency/communication
e Compute offline
* Re-usable

* Input validation/authentication
* Combining MPC over different fields?

* Main difficulty
« ZKPs and MPC expect data in different fields/rings
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Constructing a Match-Maker

* Given
* ZKP based on Pedersen Commitments
e (Elliptic curve) group G of prime order p; 2 generators G,H € G
e Data Xp € [Fp, randomness r € [F'p
e Commitment xpG +rH

* Arithmetic secret sharing based MPC
* Prime field F g, q is not secure for Pedersen Commitments
* Dataxq € IFq, Secret shares x; € IFq, Xy € IFq, such that xq + x, =q Xgq

e So far: ZKP to show Xp = Xgq in Z
* To be done

* Vector Commitm?nts Z =allintegers: {...,—2,—1,0,1,2, ...}
* More than 2 part'es. G := ‘Set’ of values of size (order) p
* MPCover rings i/o fields Generator G € G: G = {0G,1G,2G, ..., (p — 1)G)

* (combining MPC over different fields, ZKPs with different commitments, ...)

[F, = integers modulo p: {0,..,p— 1}
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PETs are great!

e Verification makes them even better!

* More than just verifying the computation
e Correctness of Input Data
* External/Public Verifiability

* Comes at a cost
* General solutions are great, but ...
e ... costly for real-world problems

° 1 . '
Th n k befo re yo ua p p Iy | My cat (looks cute, not to be trusted...)

* Modularity
* Different technologies, different trade-offs
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Thank you for

[} [ I
IIStenIng' ... LET’s ASSWME THERE EXISTS | THIS 1S GOING TO BE
SOME FUNCTION F{ab,c.) WHICH | ONE OF THOSE. WEIRD
PRODUCES THE- CORRECT ANSWER— | DARK-MAGIC PROOFS,
Hane oN. | FNT IT? T CAN TELL.
Questions?! 4 l \;‘ K
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WHAT? NO, NO, ITS A
PERFECTLY SENSIBLE
CHAIN OF REASONING.

) AL RGHT...

-

&

NOW, LET'S ASSUIE THE CORRECT
ANSWER WILL EVENTUALLY BE

WRITTEN ON THIS BOARD AT THE.
COORDINATES (%, Y). IF WJE—

/

I ANVEW IT!
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